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Abstract

Information encoded in non-orthogonal quantum
states cannot be duplicated, nor amplified, and in gen-
eral it is only partly recoverable. The most efficient
way of retrieving it is not a direct “quantum measure-
ment” (as defined by von Neumann), but an indirect
method similar 1o heterodyne detection in communi-
cations engineering. The mathematical representation
of this process requires the introduction of a positive
operator valued measure. The optimizalion of these
measures is not yet fully understood. An interesting
and potentially important application of quantum in-
formation is its use in cryptography.

1: Non-orthogonal information and the
limits of objectivity

Information stored in classical form, such as printed
text, can be examined objectively without altering it
in any detectable way, let alone destroying it. It is
impossible to manipulate in this way quantized infor-
mation encoded in non-orthogonal states, for instance
in the polarizations of photons. Therefore quantized
information is only partly recoverable [1].

The fundamentally novel feature introduced by
quantum theory is that state preparations which are
macroscopically different can produce quantum states
which are not orthogonal, and therefore cannot be
distinguished unambiguously from each other. As a
concrete example, consider a spin--zl- particle whose
polarization state is prepared by selecting the up-
per beam in a Stern-Gerlach experiment. We are
given the choice of orienting the magnet along di-
rection n;, or along direction n,. The correspond-
ing quantum states of the resulting beams, ¥, and
12 respectively, are not orthogonal. Their overlap is
[{(¥1]¥2)|? %(1 + n; - nz). This expression is the
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probability that, following a preparation of state vy,
the question “Was the prepared state ¢27” will be an-
swered in the affirmative (and vice versa). The answer
cannot be predicted with certainty. Once the spin—%
particle has been severed from the macroscopic appa-
ratus which prepared it, that particle does not carry
the full information about its preparation procedure.
Some questions become ambiguous, and only probabil-
ities can be assigned to their possible answers.

It is therefore impossible to establish the veracity
of information supplied about a quantum preparation
procedure merely by examining the quantum system
that has been so prepared. The notions of truth and
falsehood acquire new meanings in the logic of quan-
tum phenomena. We may increase the confidence level

by testing more than one system but this, in turn,

depends on our willingness to believe in the unifor-
mity of the preparations. This issue itself is amenable
to a test, but only if other suitable assumptions are
made. In general, the residual Shannon entropy (i.e.,
the uncertainty) left after a quantum test strongly de-
pends on the amount and type of information that was
available before the test. This is also true in classical
information theory, but the effect is more striking for
quantum information which can be supplied in subtler
ways.

2: Quantum information gain

How well can we distinguish non-orthogonal states?
Consider N different state preparations, represented
by known density matrices p; , and let p; be the known
a priori probability for preparation i. The testing
procedure that we shall use may yield n different out-
comes (in general n # N). The conditional probabil-
ity P,; that preparation i yields result u is assumed
known. Having found a particular result x4, we can
compute Q;y , the likelihood (or a posteriori probabil-
ity) for preparation i. It is given by Bayes’s theorem:
Qiy = Puipi/qpu, where g, = Zj P,j pj is the a prior



- probability for occurrence of outcome p.

Before we found the result u, we only knew the
probabilities p; . Shannon’s entropy, which is a mea-
sure of our ignorance, was — Y p;logp;. After we
have found the result yu, we can compute the a poste-
riort probabilities @;, , and the new Shannon entropy
is Hy = =3, Qiu log Qiu. Note that for some out-
comes H, may be larger than the initial entropy, so
that the result of the test is to increase our uncer-
tainty. (Shannon’s entropy does not really measure
an objective ignorance level, but rather our subjec-
tive feeling of ignorance.) On the average, however, a
quantum test (or “measurement”) reduces the Shan-
non entropy. The average information gain is

I, =

initial — (Hﬁnal)
=— pilogpi— ) quH,.
i p

Usually, we are interested in the experimental pro-
cedure which maximizes I, for given p; and p; . How-
ever, in some situations where the penalty for errors is
large, it is preferable to increase the confidence level
of some results (e.g., to obtain a certainty for them)
at the expense of a reduced information gain for other
trials. An example will be given below.

(1)

3: Positive operator valued measures

The information gain I, defined by Eq. (1) de-
pends on the conditional probabilities P,; for obtain-
ing result u when the system is prepared in state p; .
The value of P,; is determined by the testing proce-
dure. The most efficient way of obtaining information
about the state of a quantum system may not be a
direct quantum test (a “measurement” as defined in
von Neumann’s treatise [2] ). It is often preferable to
introduce an auxiliary quantum system, called ancilla
[3], prepared in a known state paux (this is similar
to heterodyne detection in communications engineer-
ing). The combined, uncorrelated state of the original
quantum system and the ancilla is

(2)

A von Neumann measurement is then performed in
the combined Hilbert space, where that measurement
is represented by an orthogonal resolution of the iden-
tity. Different outcomes p and v correspond to or-
thogonal projectors P, which satisfy PuP, =6, P,
and 7, P, = 1. The probability that outcome u will
follow preparation % is

(pi ® Paux)mr,n: = (Pl )mn (Paux )rs .
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Pui = Tr[Py (pi ® paux)]

= Z (P#)mr,ns (Pi)nm (Paux),r .

mnrs

3)

This can also be written as P,; = Tr(A,p;), where
(Ap)mn =X s (Pu)mrns(Paux)sr is an operator which
acts on the original Hilbert space H.

The Hermitian matrices A,, which in general do not
commute, satisfy ), Ay = 1. The set of A, is called
a positive operator valued measure [4,5] (or POVM, for
brevity). The difference between these POVM’s and
von Neumann’s projection valued measures is that the
number of available preparations and that of available
outcomes may be different from each other, and also
different from the dimensionality of H. The probabil-
ity of outcome y is now given by Tr (A, p), instead of
von Neumann’s Tr (P, p).

Conversely, Neumark’s theorem [6] asserts that,
given any positive operator valued measure, one can
extend the Hilbert space of states H, in which the
A, are defined, so that there exists, in the extended
space K, a set of orthogonal projectors P, satisfying
> P, =1, and such that A, is the result of projecting
P, from K into H.

Moreover, it can be shown explicitly {7] that this
extension may always be interpreted as the introduc-
tion of an auxiliary, independently prepared quantum
system (the ancilla). Therefore a generalized quantum
test, defined by an arbitrary POVM, is always equiv-
alent to an ordinary “measurement” performed on a
composite system.

4: Optimization

It is often desirable to maximize the average infor-
mation gain for a given set of p; and p; . The deter-
mination of the optimal strategy is a difficult problem
for which no general solution is known. Some partial
results are however available. It can be proved [8] that
the optimal POVM consists of matrices of rank one,
Ay = uy ul,, where the vectors u, are in general nei-
ther normalized nor orthogonal. The required number,
n, of different A, satisfies the inequality d < n < d2,
where d is the dimensionality of the subspace of H
spanned by the different preparations p;. The average
information gain is bounded by [9,10]

Iy < S(Zpi Pi) - ZP:‘ S(pi),

with equality holding if, and only if, all the density
matrices p; commute.

(4)



In the above expression, S(p) is the von Neumann
entropy for state p:

S(p) = —Tr(plog p). (5)

The latter is closely related to the thermodynamical
entropy, and it is in general smaller than the Shannon
entropy H (equality between them is reached only if
all the p; are pure states and are orthogonal to each
other). Therefore, the recoverable information can
never exceed the von Neumann entropy.

As a simple example, let us try to distinguish two
non-orthogonal states u and v, prepared with equal
probabilities. The maximal value of I, can be ob-
tained by measuring the operator uu’ — wf, whose
eigenvalues are

X = £1— |(u)[?]2 (6)
The probabilities of obtaining these eigenvalues, fol-
lowing a preparation of u or v, are py = (1 A)/2,
respectively, and the average information gain is

Ly = log2 + (p4 log p4 + p- log p-)/2

= [(1+A) log(14+A) + (1-A)log(1-A)}/2. (7)

There are however some situations (such as in quan-
tum cryptography, discussed below) where it is not the
average information gain which is of interest, but the
certainty that at least some of the readings are exact.
In that case, the simplest (but not the most efficient)
approach is to measure one of the projection operators

(8)

A positive result for P~y indicates with certainty that
the information carrier was in the v state, and vice
versa. A null result is of no use to us if only unam-
biguous conclusions are acceptable. It only gives the
a posteriori probabilities

Pu=1-—uul or Py =1-wh

1 — A2
Qu=5—; and Qu= h . (9)
The probability of getting this inconclusive null re-
sult is 1 — A2/2. That probability can be reduced
somewhat by a more sophisticated measurement pro-
cess [11,12], which uses an ancilla, prepared in an ini-
tial state a. Let b be another state of the ancilla,
orthogonal to a. Choose the phases of u and v so that
{u]v) is positive. Let u’ and v/ be two orthogonal states
and let w be any arbitrary state of the information car-
rier. Then there exists in the product Hilbert space a
unitary matrix U such that
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u@a—-U(u®a)=pu'®a+rvwehb, (10)

and

vRa—U(v@a)=puv Q@a+vw®b, (11)

where

(12)

The dynamical evolution in Eqgs. (10) and (11) can
be generated by a suitable Hamiltonian and therefore
it is in principle realizable. After the combined sys-
tem reaches one of the final states in (10) or (11), we
test whether the ancilla is in state a (that is, not in
state b). If the answer is positive, the states u’ and
v/ of the information carrier can be distinguished un-
ambiguously. This happens in a fraction p? of cases.
The probability for an inconclusive answer then is

(13)

and the final Shannon entropy is v1— A2 log2. We
thus have

Iy = (1—\/1—A2) log 2,

which is always smaller than I,y in Eq. (7), except in
the trivial case A = 0 (this is easily seen by differen-
tiating both expressions with respect to A).

v?=1-p% = (ulv).

v2=11-22<1-)%/2,

(14)

5: Quantum cryptography

An interesting and potentially important applica-
tion of quantum information is quantum cryptogra-
phy, which recently entered the experimental era [13].
The objective of cryptography is to allow the trans-
mittal of information in such a way that it cannot be
understood by an opponent who might intercept it.
An absolutely safe encryption method, whereby code
breaking is impossible, involves a random sequence,
called a key, which is as long as the message to be
transmitted. This key must be used only once, and
then discarded. The problem is how to distribute such
a key to people who initially share no secret informa-
tion, by using an insecure communication channel sub-
ject to inspection by a hostile eavesdropper. If only
classical means are used, this is an impossible task.
Quantum information, on the other hand, provide var-
ious solutions. It is its elusiveness which makes it ideal
for transmitting secrets.

Conceptually, the simplest protocol [14] uses two
non-orthogonal states, u and v. One of the parties
emits a random sequence of quanta prepared in the



u or v state; the other one randomly tests them by
one of the methods discussed above, and then publicly
announces the cases in which she was able to definitely
identify the quantum state of the particle, without
saying of course whether it was u or v. The resulting
sequence of u and v, which is known only to the two
parties, is the cryptographic key.

It still is necessary to verify that there is no eaves-
dropper who intercepts some of the information car-
riers and substitutes other, fake carriers. This would
cause a mismatch in the two keys, which could be fa-
tal to the encryption-decryption process. A simple
method to ensure that both keys are the same is to
use only the first half of each random sequence as the
key. That half is combined bitwise, by the Boolean
operation XOR (exclusive OR), with the second half of
the random sequence, and the resulting bit sequence
is publicly announced by each party. If discrepancies
between these two sequences are rare, the few mis-
matching bits are discarded, and it is likely that the
remaining parts of the keys are identical. If there are
more discrepancies than can be explained by instru-
mental defects, the presence of a mischievous eaves-
dropper ought to be suspected. In that case, more
efficient methods of key reconciliation and privacy am-
plification can be used [13].

6: Nonlocal quantum information

I conclude this review by mentioning an unsolved
problem. Let two quantum systems be identically pre-
pared in different locations. The problem is to find the
optimal stategy for determining their common state.
It is plausible {15] that a single nonlocal measurement,
performed on both systems together, is more efficient
than various combinations of POVM’s testing each
system separately.

However, the problem of finding the best separate-
particle strategy is quite difficult and has not yet been
solved. It can easily be shown [15] that the most effi-
cient POVM’s do not consist of matrices of rank one,
as in the case of a single system [8]. These are impure
POVM’s of a more general nature (just as density ma-
trices p are more general than pure states). These im-
pure POVM’s must be gradually refined, by testing
alternatively each one of the two systems, and using
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the result of the last test to choose the parameters of
the next one. While the general policy is clear, the
most efficient detailed protocol has not been found.
This fascinating problem is thus offered as a challenge
to quantum theorists.
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